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FuzzDB was created to increase the likelihood of finding application security vulnerabilities through dynamic application security testing. It's the first and most comprehensive open dictionary of fault injection patterns, predictable resource locations, and regex for matching server responses. Attack Patterns - FuzzDB contains comprehensive lists of
attack payload primitives for fault injection testing. These patterns, categorized by attack and where appropriate platform type, are known to cause issues like OS command injection, directory listings, directory traversals, source exposure, file upload bypass, authentication bypass, XSS, http header crif injections, SQL injection, NoSQL injection, and
more. For example, FuzzDB catalogs 56 patterns that can potentially be interpreted as a null byte and contains lists of commonly used methods such as "get, put, test," and name-value pairs than trigger debug modes. Discovery - The popularity of standard software packaging distribution formats and installers resulted in resources like logfiles and
administrative directories frequently being located in a small number of predictable locations. FuzzDB contains a comprehensive dictionary, sorted by platform type, language, and application, making brute force testing less brutish. Response Analysis - Many interesting server responses are predictable strings. FuzzDB contains a set of regex pattern
dictionaries to match against server responses. In addition to common server error messages, FuzzDB contains regex for credit cards, social security numbers, and more. Other useful stuff - Webshells in different languages, common password and username lists, and some handy wordlists. Documentation - Many directories contain a README.md file
with usage notes. A collection of documentation from around the web that is helpful for using FuzzDB to construct test cases is also included. Usage tips for pentesting with FuzzDB How people use FuzzDB FuzzDB is like an application security scanner, without the scanner. Some ways to use FuzzDB: Website and application service black-box
penetration testing with OWASP Zap proxy's FuzzDB Zap Extension Burp Proxy's intruder tool and scanner PappyProxy, a console-based intercepting proxy To identify interesting service responses using grep patterns for PII, credit card numbers, error messages, and more Inside custom tools for testing software and application protocols Crafting
security test cases for GUI or command line software with standard test automation tools Incorporating into other Open Source software or commercial products In training materials and documentation To learn about software exploitation techniques To improve your security testing product or service How were the patterns collected? Many, many
hours of research and pentesting. And analysis of default app installs analysis of system and application documentation analysis of error messages researching old web exploits for repeatable attack strings scraping scanner payloads from http logs various books, articles, blog posts, mailing list threads other open source fuzzers and pentest tools and
the input of contributors: Places you can find FuzzDB Other security tools and projects that incorporate FuzzzDB in whole or part Download Preferred method is to check out sources via git, new payloads are added frequently git clone --depth 1 While in the FuzzDB dir, you can update your local repo with the command This Stackoverflow gives ideas
on how to keep a local repository tidy: You can also browse the FuzzDB github sources and there is always a fresh zip file Note: Some antivirus/antimalware software will alert on FuzzDB. To resolve, the filepath should be whitelisted. There is nothing in FuzzDB that can harm your computer as-is, however due to the risk of local file include attacks it's
not recommended to store this repository on a server or other important system. Use at your own risk. Who FuzzDB was created by Adam Muntner (amuntner @ gmail.com) FuzzDB (c) Copyright Adam Muntner, 2010-2019 Portions copyrighted by others, as noted in commit comments and README.md files. The FuzzDB license is New BSD and
Creative Commons by Attribution. The ultimate goal of this project is to make the patterns contained within obsolete. If you use this project in your work, research, or commercial product, you are required to cite it. That's it. I always enjoy hearing about how people are using it to find an interesting bug or in a tool, send me an email and let me know.
Submissions are always welcome! Official FuzzDB project page: Page 2 You can’t perform that action at this time. You signed in with another tab or window. Reload to refresh your session. You signed out in another tab or window. Reload to refresh your session. While there are several facets of WordPress security which as a WordPress administrator
you can control, users’ passwords are unfortunately not one of them. Users aren’t generally fans of strong passwords. Strong passwords are hard to remember, unless your users follow best practices and use a password manager. To make matters worse, the vast majority of users use easy to guess passwords and also re-use them across accounts. As
Have I Been Pwned demonstrates, many users’ accounts would have been leaked in at least one data breach. This means that while your WordPress website may be secure, if a user is using an easy-to-guess password, it’s not unrealistic to think that they could very well bypass your WordPress security. To such an extent, as a WordPress administrator,
one of your best defenses against such an attack is to enforce password complexity requirements, also commonly known as a password policy. However, even then, you're still likely to want to audit your WordPress password strength from time to time. This article covers how to do just this using the free and open source WPScan tool. WordPress
password dictionary attack Before diving into how we can use WPScan to find weak WordPress passwords, let’s first briefly cover what a dictionary attack is. There are several methods you can use to crack passwords. Some are online methods and some other are offline. In an online method the attackers try to log in using a login form on the target.
They keep on trying until they find a username and password combination that works. In an offline attack the attackers try to crack password hashes which they downloaded from a hacked target on their servers. Offline password cracking is orders of magnitude faster. However, hopefully, an attacker does not have a copy of your WordPress database.
So they will need to opt for an online attack. An attacker can try to pull off a bruteforce attack, which involves them trying all possible combinations of a password. In almost any case bruteforce attacks take way too long to be practical. So attackers usually opt for something simpler and faster which yields better results — a dictionary attack. A
dictionary attack is usually as simple as an attacker trying a list of common passwords against a username. If they are lucky, they’ll hit the right one and be allowed in. Attackers have a lot of passwords available at their disposal as a result of all the data breaches major websites have faced over the years. In our example, we’ll make use of the
rockyou.txt password dictionary. Auditing password strength of a single WordPress user with WPScan Assuming you already know the username of the account you would like to audit, You can simply run the following WPScan command to get started. wpscan -url -passwords rockyou.txt -usernames andy The following provides an explanation of what
the above command does: -url: The URL of the WordPress website to scan. In the above example, we are scanning -passwords: Takes a list of password files (comma separated) to use during the password attack. In this example, we use a txt dictionary -usernames: Specifies one or more usernames (comma separated) to run this attack against. In the
above example, the scan targeted the user andy WPScan WordPress brute force attacks might take a while to complete. The scan duration mainly depends on how large the password dictionary file is. By default, WPScan sends 5 requests at the same time. To speed up the process you can increase the number of requests WPScan sends simultaneously
by using the -max-threads argument. The example below launches WPScan using a maximum of 50 threads: wpscan -url -passwords rockyou.txt -usernames andy -max-threads 50 Auditing password strength of a multiple WordPress users with WPScan WPScan can also be used to audit the password strength of multiple users. You can either specify
the users using a comma-separated list, or, alternatively, you may also omit the -usernames argument entirely and let WPScan enumerate users for you. In the example below, WPScan will test the passwords of the users andy, maxine, paul and jackie. wpscan -url -passwords rockyou.txt -usernames andy,maxine,paul,jackie Note that you have a large
number of users running a password audit using WPScan will likely take a while. It could also impact the website’s performance, especially if left running for a long period of time. Video: Using WPScan to test WordPress passwords strength In the video below we demonstrate the above scenarios and highlight the WPScan output to showcase its
capabilities. Help your WordPress users use strong passwords Security is a continuous effort, and enforcing strong password policies is one way to reduce the likelihood of unauthorised access to your WordPress website. You should also encourage your users to use a password manager. Of course, running WPScan and enforcing strong passwords is
far from a complete WordPress security solution. However, it is a good place to start.
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